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Initialisation de 1'environnement

vl lab-pfsense-01 on QEMU/KVM
File Virtual Machine View Send Key

U lab-pfsense-01 on QEMU/KVM
File Virtual Machine View Send Key

=2 ¢ » u @ -

pfSense Installer

{Copyright and distribution notice}
Copyright and Trademark Notices.

Copyright 2884-2816. Electric Sheep Fencing, LLC ("ESF™).
All Rights Reserved.

Helcome to pfSense Copyright 2814-2823. Rubicon Communications, LLC d/b/a Netgate
("Netgate™).

Boot Multi user [Enter] A1l Rights Reserved.
Boot Single user

Escape to loader prompt
Reboot

Cons: Serial

All logos, text, and content of ESF and/or Netgate, including underlying
HTHL code, designs, and graphics used and/or depicted herein are
protected under United States and international copyright and trademark
laws and treaties, and may not be used or reproduced without the prior
Options: express uwritten permission of ESF and/or Netgate.
6. Kernel: default/kernel (1 of 1)
7. Boot Options “pfSense” is a registered trademark of ESF, exclusively licensed to
Netgate, and may not be used without the prior express written

permission of ESF and/or Netgate. All other trademarks shown herein are
267~

Autoboot in 1 seconds. [Spacel to pause

[Accept]

Acceptation de la EULA (End User License Agreement).

"On accepte les conditions sans lire, comme tout le monde."
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b.u lab-pfsense-01 on QEMU/KVM ! lab-pfsense-01 on QEMU/KVM

File Virtual Machine View Send Key File Virtual Machine View Send Key
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pfSense Installer pfSense Installer

Partitioning
Helcome How would you like to partition your disk?

luto (Z2FS) uided Root-on-2FS
Install Install pfSense Auto (UFS) GBuided UFS Disk Setup
Rescue Shell Launch a shell for rescue operations Manual Manual Disk Setup (experts)

Recover config.xml Recover config.xml from a previous install Shell Open a shell and partition by hand

Helcome to pfSense!

<Cancel> <Cancel>

To use Z2F5 with less than 8GB RAHM, see https://wiki.freebsd.org/Z2F5Tuningbuide

Le choix du systeme de fichiers ZFS (Zettabyte File System) est privilégié par
rapport a UFS (Unix File System) pour sa résilience. ZFS intégre nativement la
gestion de volumes logiques et des snapshots, essentiel pour les retours arrieéere
(Rollback) en cas de mise a jour ratée.
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pfSense Installer

! lab-pfsense-01 on QEMU/KVM

File Virtual Machine View Send Key
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pfSense Installer

ZFS Configuration
Configure Options:

>>> Install Proceed with Installation

Pool Type/Disks: stripe: 8 disks

Rescan Devices * Stripe — No Redundancy

Disk Info * mirror Mirror — n-Hay Mirroring

Pool Hame pfSense raidid RAID 1+8 - n x 2-Hay Mirrors
Force 4K Sectors? YES raidzl RAID-Z21 - Single Redundant RAID
Encrypt Disks? NO raidz? RAID-22 - Double Redundant RAID
Partition Scheme GPT (BIODS) raidz3 RAID-Z23 - Triple Redundant RAID
Swap Size 1g

Hirror Swap? NO

Encrypt Swap? NO <Cancel>
[Press arrows, TAB or ENTER]

ZFS Configuration
Select Virtual Device type:

EXNTMALAZI

<Helect | <Cancel>

———[Use alnum, arrouws, punctuation, TAB or ENTER]

Create Z2F5 boot pool with displayed options [1+ Disks] Striping provides maximum storage but no redundancy

Dans un environnement virtualisé (Lab), nous sélectionnons la topologie Stripe (0

redondance) car la redondance disque est gérée par l'hyperviseur sous-jacent (RAID
matériel ou stockage Ceph du cluster). En production physique, un Mirror (RAID 1)

serait a privilegier.
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pfSense Installer

Z2FS Configuration

l@ vtbddWirt10 Block Device

< Back >

. lab-pfsense-01 on QEMU/KVM

File Virtual Machine View Send Key
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pfSense Installer

ZFS Configuration

fAre you sure you want to

the current contents of the following disks:

vtbd@

< Y5 | <HO >
[Press arrows, THB or ENTERI]

Faire espace pour valider l’utilisation du disque vtbdo

Passer sur YES et entrer !

Cette étape formate le disque virtuel vtbd0®. Toutes les données
précédentes seront déclarées Excommunicado. Destruction totale.
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& lab-pfsense-01 on QEMU/KVM
File Virtual Machine View Send Key
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pfSense Installer

Complete
Installation of pfSense complete!
Hould you like to reboot into the

installed system nouw?

[Reboot] [ hell 1

Retirer 1'ISO du lecteur virtuel pour éviter une boucle de boot (si ce n’est pas
fait automatiquement).
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Gestion des interfaces réseaux

g

lab-pfsense-01 on QEMU/KVM AN lab-pfsense-01 on QEMU/KVM

File Virtual Machine View Send Key
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Virtual Machine View Send Key
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Overview Details

05 information
Virtual Network Interface
Performance
Network source:

Valid interfaces are:

CPUs Virtual network 'LAN100 - NAT' : NAT

Meinoty Device model: virtio ~

Boot Options

Virtlo Disk 1

SATA CDROM 1
IC :31:30:51 Link state: & active

NIC :0d:cb:f2

NIC :86:f1:59

[ Tablet

B Mouse

vitnetd 2: :88:31:38:51 (down) VirtlI0 Hetworking Adapter
vitnetl 52: :88:8d:cb:f2 (down) VirtI0 Networking Adapter
vinet2 4:88:86:1f1:59 (down) VirtlID NHetworking Adapter

MAC address: 52:54:00:31:30:51

—~

IP address: Unknown ¥

ho WO |l Mm@ 0

Do YLANs need to be set up first?
If VLANs will not be used., or only for optional interfaces, it is typical to
say no here and use the webConfigurator to configure VLANs later, if required.

i Keyboard

should YLANs be set up now [ylInl? 2826-B1-14T13:58:52.548873+88:88 - php-fpm 394
- = /rc.linkup: Ignoring link event during boot sequence.
2826-81-14T13:58:52.542984+80 : 88 php-fpm 394 /rc.linkup: Ignoring link eve
nt during boot sequence.

2826-81-14T13:58:52.543819+80 : 88 php-fpm 395 /rc.linkup: Ignoring link eve
nt during boot sequence.

Display Spice
Sound ich9
Serial 1
Channel (qemu-ga)
Channel (spice)
1 Video Vittio
f#f watchdog
Gf controller usa 0
G Controller PCle 0
& Controller SATA 0
f#f Controller Virtlo Serial 0
€ usB Redirector 1
@ use Redirector 2
L} RNG /dev/urandom

If the names of the interfaces are not known, auto-detection can
be used instead. To use auto-detection, please disconnect all
interfaces before pressing 'a’ to begin the process.

Enter the HAN interface name or 'a’ for auto-detection
(vtnetB vtnetl vtnet2 or a)d: Ufnpﬂ-‘ll

Add Hardware Remove

Identifier les adresses MAC affichées si nécessaire pour distinguer les cartes.

WAN : Interface de sortie, connectée au routeur FAI ou au réseau externe.

"Le préfixe vtnet indique l'utilisation de drivers para-virtuels VirtIO (environnement KVM/Proxmox). Sur VMware, vous verriez vmxnet3. Sur du matériel
physique Intel, ce serait igb ou ix."
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File Virtual Machine View Send Key
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Virtual Machine View Send Key
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Overview Details

0S information
Virtual Network Interface

vinetl 52:54:88:8d:cb:f2 (down) VirtlID Networking Adapter

vitnet2 52:54:88:86:1f1:59 (down) VirtlD Networking Adapter

Performance
— Network source:  virtual network 'LAN110 - ROUTED' : Routed network

Meinoty Device model: virtio ~

Boot Options

Virtlo Disk 1

SATA CDROM 1

NIC :31:30:51 Link state: & active
IC :0d:cb:f2

NIC :86:1:59

[ Tablet

B Mouse

Do VYLANs need to be set up first?
If VLANs will not be used, or only for optional interfaces, it is typical to
say no here and use the webConfigurator to configure VLANs later, if required.

MAC address: 52:54:00:0d:cb:f2

IP address: Unknown

oMol m@oi 0O

Should VLANs be set up now [yInl? 2826-B1-14T13:58:52.548873+88:88 - php-fpm 394
frc.linkup: Ignoring link event during boot sequence.

2826-81-14T13:58:52.542984+88:88 - php-fpm 394 - - /rc.linkup: Ignoring link eve

nt during boot sequence.

2826-81-14T13:58:52.543819+88:88 - php-fpm 395 - - /rc.linkup: Ignoring link eve

nt during boot sequence.

i Keyboard

Display Spice
Sound ich9
Serial 1

Channel (gemu-ga)
Channel (spice) If the names of the interfaces are not known, auto-detection can
be used instead. To use auto-detection, please disconnect all

interfaces before pressing 'a’ to begin the process.

1 Video Virtio

ff watchdog

Controller USB 0
Controller PCle 0

Gk controller SATA 0

G| Controller Virtio Serial 0
€ s Redirector 1

@ usB Redirector 2

L} RNG /dev/urandom

i

f
i
f

Enter the HAN interface name or 'a’ for auto-detection
(vtnetB vtnetl vtnet2 or a): vtnetA

Enter the LAN interface name or 'a’ for auto-detection
NOTE: this enables full Firewalling/NAT mode.
(vtnetl vtnet2 a or nothing if finished): vtneti]]

Add Hardware Remove

LAN : Réseau de confiance (Trust), gestion native du pare-feu.
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Virtual Machine View Send Key
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Overview Details XML
0S information

Virtual Network Interface
Performance

CPUs

Network source:  virtual network "LAN120 - ISOLATED' : Isolated network ~

Memaory

Device model: virtio ~

Boot Options
VirtlO Disk 1
SATA CDROM 1
NIC :31:30:51
NIC :0d:ch:f2
NIC :86:£1:59
Tablet

MAC address: 52:54:00:86:f1:59

—~

IP address: Unknown

Link state:

momuiimmol 0O

 active

Mouse
Keyboard
Display Spice
Sound ich9

@0reR

w
2
=

& Channel (gemu-ga)
& Channel (spice)
I video virtio

ff watchdog

Controller USB 0
Controller PCle 0
Controller SATA 0

&
=
=
G| Controller Virtio Serial 0
€ s Redirector 1

@ usB Redirector 2

L} RNG /dev/urandom

Add Hardware Remove

xn lab-pfsense-01 on QEMU/KVM

File Virtual Machine View Send Key

=29 » @ -

B

Do VLANs need to be set up first?

IfT VLANs will not be used, or only for optional it

later,

interfaces,

say no here and use the webConfigurator to configure VLAHNs

Should VLANs be set up now [yInl? 2826-B1-14T13:58:52.548873+008 :80
- = /rc.linkup: Ignoring link event during boot sequence.
2826-A1-14T713:58:52.542984+80 : 88 php-fpm 394 /rc.linkup:
nt during boot sequence.
2826-A1-14T1 8:52.543819+80 : 86

php-fpm 395
nt during boot sequence.

frec.linkup:

If the names of the interfaces are not knouwn,
be used instead. To use auto-detection,
interfaces before pressing 'a’ to begin

auto-detection
please disconnect all
the process.

can

Enter the HAN
(vtnetB vtneti

name or 'a’ for

a): vitnetA

interface
vitnet2 or

auto-detection

Enter the LAN interface name or 'a’ for auto-detection
NOTE: this enables full Firewalling/NAT mode.
(vtnetl vtnet2 a or nothing if finished): vtnetil

Enter the Optional 1 interface name or ‘a’
(vtnet2 a or nothing if finished): vtnet2[]]

for auto-detection

is typical

Ignoring

Ignoring

to
if required.

php—fpm 394
link eve

link eve

OPT1 Zone démilitarisée (DMZ) ou réseau isolé.

Thomas (thomas@nosec.fr) of KnowSec.fr
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b.u lab-pfsense-01 on QEMU/KVM
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2826-81-14T13:58:52.543819+80:88 — php—fpm 395 - - /rc.linkup: Ignoring link
nt during boot sequence.

If the names of the interfaces are not knoun, auto-detection can
be used instead. To use auto-detection, please disconnect all
interfaces before pressing 'a’ to begin the process.

Enter the HAN interface name or 'a’ for auto-detection
(vtnetd vtnetl vtnet2 or a): vtnetB

Enter the LAN interface name or 'a' for auto-detection
NOTE: this enables full Firewalling/NAT mode.
(vtnetl vtnet2 a or nothing if finished): vtnetl

Enter the Optional 1 interface name or 'a’' for auto-detection
(vtnetZ2 a or nothing if finished): vtnet?2

The interfaces will be assigned as follows:
-> vtnet@d

-> vtnet1
> vtnet2

you want to proceed [yInl? yfj

Thomas (thomas@nosec.fr) of KnowSec.fr
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Activation de SSH

sl lab-pfsense-01 on QEMU/KVM
File Virtual Machine View Send Key

=Z ¢ » B - B

FreeB5D/amd64 (pfSense.home.arpa) (ttywvl)
login: admin
5a1958d1b8fffcb65ee59
=%x% Welcome to pfSense 2.7.2-RELEASE (amd64) on pfSense x==
HAN (wan)

LAN (lan)
OPT1 (optl)

-> vtnetd -> v4/DHCP4: 192.168.188.112/24
->» vinetl -> wv4: 192.168.1.1/24
->» vtnet2 ->

B) Logout (55H only) 9) pfTop
Assign Interfaces 18) Filter Logs
Set interface(s) IP address 11) Restart webConfigurator
Reset webConfigurator password 12) PHP shell + pfSense tools
Reset to factory defaults 13) Update from console
Reboot system 14) Enable Secure Shell (sshd)
Halt system 15) Restore recent configuration
Ping host 16) Restart PHP-FPHM
Shell

Enter an option: [J

.l lab-pfsense-01 on QEMU/KVM
File Virtual Machine View Send Key

=z % » u @ - B

FreeB5D/amd64 (pfSense.home.arpa) (ttyvl)

login: admin
Password:
QEMU Guest - Hetgate Device ID: 5a1958d1b8fffcb65eeb9

*%x% Helcome to pfSense 2.7.2-RELEASE (amd64) on pfSense ===
HAN (wan)

LAN (lan)
OPT1 (optl)

-> vtnetd -> v4/DHCP4: 192.168.188.112/24
->» vinetil -> wv4: 192.168.1.1/24
->» vtnet?2 ->

B) Logout (55H only) 9) pfTop
Assign Interfaces 18) Filter Logs
Set interface(s) IP address 11) Restart webConfigurator
Reset webConfigurator password 12) PHP shell + pfSense tools
Reset to factory defaults 13) Update from console
Reboot system 14) Enable Secure Shell (sshd)
Halt system 15) Restore recent configuration
Ping host 16) Restart PHP-FPM
Shell

Enter an option: 14}

faut activer le démon SSH.

Par défaut, pfSense garde ses portes fermées. Pour administrer confortablement, il

Thomas (thomas@nosec.fr) of KnowSec.fr
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b.u lab-pfsense-01 on QEMU/KVM ! lab-pfsense-01 on QEMU/KVM

File Virtual Machine View Send Key
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File Virtual Machine View Send Key

=2 ¢ » u @ - B

FreeBSD/amd64 (pfSense.home.arpa) (ttywvl)
Writing configuration... done.
login: admin

Passuword:

QEHU Guest Netgate Device ID: 5a1958d1b8fffcb65ee59

Enabling SSHD...
Reloading firewall rules. done.

*x%x Welcome to pfSense 2.7.2-RELEASE (amdb64) on pfSense *x*x OEMU Guest NHetgate Device ID: 5a1958d1b8fffcb5ee59

HAN (wan) > vtnet#d > v4/DHCP4: 192.168.188.112/24 *xx Helcome to pfSense 2.7.2-RELEASE (amd64) on pfSense *x*x
LAN (lan) -> vtnetl -> v4: 192.168.1.1/24

OPT1 (optl) -> vtnet2 -> HAN (wan) -> vitnetH -> v4/DHCP4: 192.168.188.112/24

LAN (lan) -> vinetl -> wv4: 192.168.1.1/24
Logout (SSH only) 9) pfTop OPT1 (optl) -> vitnet2 ->
Assign Interfaces 18) Filter Logs

Set interface(s) IP address 11) Restart webConfigurator
Reset webConfigurator password 12) PHP shell + pfSense tools
Reset to factory defaults 13) Update from console

Reboot system 14) Enable Secure Shell (sshd)
Halt system 15) Restore recent configuration
Ping host Restart PHP-FPH

Shell

B) Logout (S5SH only) 9) pfTop
Assign Interfaces 18) Filter Logs
Set interface(s) IP address 11) Restart webConfigurator
Reset webConfigurator password 12) PHP shell + pfSense tools
Reset to factory defaults 13) Update from console
Reboot system 14) Enable Secure Shell (sshd)
Halt system 15) Restore recent configuration
Ping host Restart PHP-FPH

Enter an option: 14 Shell

SSHD is currently disabled. MHould you like to enable? [y/nl1? yjj Enter an option: [

"On active le SSH (Secure Shell). Sans quoi, vous étes condamné a
taper vos commandes dans une console VNC lente et pixelisée. Un admin
systéme sans SSH est un admin qui souffre inutilement."
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Conguration de 1’interface LAN

sl lab-pfsense-01 on QEMU/KVM
File Virtual Machine View Send Key

=Z ¢ » B - B

Hriting configuration... done.

Enabling SSHD. ..
Reloading firewall rules. done.

QEMU Guest Hetgate Device ID: 5a1958d1b8fffcb65eeb9

xx% Helcome to pfSense 2.7.2-RELEASE (amdb64) on pfSense xxx

HAN (wan)
LAN (lan)
OPT1 (optl)

-> vineth -> v4/DHCP4: 192.168.188.112/24
-> vtnet1 -> v4: 192.168.1.1/24
-> vtnet2 ->

Logout (SSH only) ) pfTop

Assign Interfaces Filter Logs

Set interface(s) IP address Restart webConfigurator
Reset webConfigurator password PHP shell + pfSense tools
Reset to factory defaults Update from console

Reboot system Enable Secure Shell (sshd)
Halt system Restore recent configuration
Ping host Restart PHP-FPH

shell

Enter an option: ?I

.l lab-pfsense-01 on QEMU/KVM
File Virtual Machine View Send Key

=z % » u @ - B

#%% Helcome to pfSense 2.7.2-RELEASE (amdb64) on pfSense ===

HAN (wan)
LAN (lan)
OPT1 (optl)

-> vitnetd -> v4/DHCP4: 192.168.188.112/724
-> vitnetl -> wv4: 192.168.1.1/24
> vtnet2 >

Logout (55H only) pfTop

Assign Interfaces Filter Logs

Set interface(s) IP address Restart webConfigurator
Reset webConfigurator password PHP shell + pfSense tools
Reset to factory defaults Update from console

Reboot system Enable Secure Shell (sshd)
Halt system Restore recent configuration
Ping host Restart PHP-FPH

Shell

Enter an option: 2
Available interfaces:
1 - HAN (vtnetB® - dhcp, dhcpb)

2 — LAN (vtnetl - static)
3 OPT1 (vtnet2)

Enter the number of the interface you wish to configure: ?I

2 : (Set interface(s) IP address).

On fixe l'adresse IP de la passerelle (le pfSense lui-méme) pour le réseau
interne.

2 (LAN).

Thomas (thomas@nosec.fr) of KnowSec.fr
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HAN (wan) -> vtnetd -> v4/DHCP4: 192.168.188.112/24
LAN (lan) -> vtnetl -> wv4: 192.168.1.1/24
OPT1 (optl) -> vtnet2 -2

Logout (55H only) ) pfTop

Assign Interfaces Filter Logs

Set interface(s) IP address Restart webConfigurator
Reset webConfigurator password PHP shell + pfSense tools
Reset to factory defaults ) Update from console

Reboot system Enable Secure Shell (sshd)
Halt system Restore recent configuration
Ping host Restart PHP-FPH

Shell

B) Logout (SSH only) 9) pfTop
Assign Interfaces 18) Filter Logs
get interface(s) IP address 11) Restart webConfigurator
Reset webConfigurator password 12) PHP shell + pfSense tools
Reset to factory defaults 13) Update from console
Reboot system 14) Enable Secure Shell (sshd)
Halt system 15) Restore recent configuration
Ping host 16) Restart PHP-FPH
Shell

Enter an option: 2

Available interfaces:
Enter an option: 2
1 HAN (vtnetB dhcp, dhcpb)
2 — LAN (vtnetl - static)

3 OPT1 (vtnet2)

Available interfaces:

1 - UAN (vtnetB - dhcp. dhcpb)
2 — LAN (vtnetl - static)
3 - OPT1 (vitnet2)

Enter the number of the interface you wish to configure:

Configure IPv4 address LAN interface wia DHCP? (y/n) n

Enter the number of the interface you wish to configure: 2

Enter the new LAN IPv4 address. Press <ENTER> for none:
> 1”?.1&H.11H.?H4I

Configure IPv4 address LAN interface via DHCP? (y/n) nfj

n : on veut une IP fixe, c'est un serveur (qui plus est une passerelle) ! 192.168.110.254

Note : L'usage du .254 (la derniére IP utilisable) est une convention
courante pour les passerelles.
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7) Ping host
8) Shell

Enter an option: 2
Available interfaces:

1 - UAN (vtnetB - dhcp,
2 LAN (vitnet1 stati
3 - 0OPT1 (vtnet2)

Enter the number of the

Configure IPv4 address

Enter the new LAN IPv4
> 192.168.118.251

Subnet masks are entere

e.q. 255.255.255.8 = 24
255.255.8.8 = 16
255.0.8.8 =8

Enter the new LAN IPv4
> 24]}

lab-pfsense-01 on QEMU/KVM

16) Restart PHP-FPH

dhcpb)
c)

interface you wish to configure: 2
LAN interface via DHCP? (y/n) n

address. Press <{ENTER> for none:

d as bit counts (as in CIDR notation) in pfSense.

subnet bit count (1 to 32):

! lab-pfsense-01 on QEMU/KVM
File Virtual Machine View Send Key

=Z ¢ » u@ - B

Available interfaces:

1 - WAN (vtnetB - dhcp., dhcpb)

4 LAN (vtnetil static)

3 - OPT1 (vtnet2)

Enter the number of the interface you wish to configure: 2

Configure IPv4 address LAN interface wia DHCP? (y/n) n

Enter the new LAN IPv4 address.
> 192.168.118.254

Press <ENTER> for none:

Subnet masks are entered as bit counts (as in CIDR notation)
e.g. 255.255.255.8 = 24

255.255.8.8 = 16

255.8.8.8 =8

Enter the new LAN IPv4 subnet bit count (1 to 32):
> 24

For a HAN, enter the new LAN IPv4 upstream gateway address.
a LAN, press <ENTER> for none:

in pfSense.

24 : (soit 255.255.255.0).

on réfléchie pas, Entrée. Il est la gateway ..

Thomas (thomas@nosec.fr)

of KnowSec.fr
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V..l lab-pfsense-01 on QEMU/KVM
File Virtual Machine View Send Key

=2 ¢ » u @ - B

1 - HAN (vtnetB - dhcp. dhcpb)
2 - LAN (vtnetl - static)
3 - OPT1 (vtnet2)

Enter the number of the interface you wish to configure:
Configure IPv4 address LAN interface via DHCP? (y/n) n

Enter the new LAN IPv4 address. Press <ENTER> for none:

> 192.168.118.254

Subnet masks are entered as bit counts (as in CIDR notation) in pfSense.

e.g. 255.255.255.8 = 24
255.255.8.8 = 16
255.8.8.8 = 8

Enter the new LAN IPv4 subnet bit count (1 to 32):
> 24

For a WAN, enter the new LAN [Pv4 upstream gateway address.
For a LAN, press <ENTER> for none:
>

Configure IPv6 address LAN interface via DHCP6? (y/n) nfj

.l
File Virtual Machine View Send Key

=2 ¢ »u @ B

3 - OPT1 (vtnet2)

Iab-pfsense-01 on QEMU/KVM

Enter the number of the interface you wish to configure: 2

Configure IPv4 address LAN

Enter the new LAN IPv4 address.

> 192.168.118.254

Subnet masks are entered as

e.g. 255.255.255.8 = 24
255.255.8.8 = 16
255.8.8.8 =8

interface via DHCP? (y/n) n

Press <ENTER> for none:

bit counts (as in CIDR notation)

Enter the new LAN IPv4 subnet bit count (1 to 32):

> 24

For a HAN,
For a LAN,
>

Configure IPv6 address LAN

Enter the new LAN IPv6 address.

> i

enter the new LAN IPv4 upstream gateway address.
press <ENTER> for none:

interface via DHCP6? (y/n) n

Press <ENTER> for none:

in pfSense.

n : (Sauf si vous étes masochiste ou chez un FAI full IPv6).

Entrée

Thomas (thomas@nosec.fr) of KnowSec.fr
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b.u lab-pfsense-01 on QEMU/KVM ! lab-pfsense-01 on QEMU/KVM
File Virtual Machine View Send Key File Virtual Machine View Send Key

= ¢ » n B =) =] > u @ v B

Enter the number of the interface you wish to configure:
Configure IPv4 address LHN interface wia DHCP? (y/n) n
Configure IPv4 address LAN interface via DHCP? (y/n) n
Enter the new LAN IPv4 address. Press <ENTER> for none:
Enter the new LAN IPv4 address. Press <ENTER> for none: > 192.168.118.254
> 192.168.118.254
subnet masks are entered as bit counts (as in CIDR notation) in pfSense.
Subnet masks are entered as bit counts (as in CIDR notation) in pfSense. e.g. 255.255.255.8 = 24
e.g. 255.255.255.8 = 24 255.255.08.8 = 16

255.255.8.8 = 16 255.8.8.8 =8

255.8.8.8 = 8
Enter the new LAN IPv4 subnet bit count (1 to 32):
the new LAN IPv4 subnet bit count (1 to 32): > 24

For a WAN, enter the new LAN IPv4 upstream gateway address.
a HAN, enter the new LAN IPv4 upstream gateway address. For a LAN, press <ENTER> for none:
a LAN, press <ENTER> for none: >

Configure IPv6 address LAN interface wia DHCP6? (y/n) n
Configure IPvb6 address LHN interface via DHCP6? (y/n) n

Enter the new LAN IPv6 address. Press <ENTER> for none:
Enter the new LAN IPv6 address. Press <ENTER> for none: >

>
Do you want to enable the DHCP server on LAN? (y/n) y
Do you want to enable the DHCP server on LAN? (y/n) y}j Enter the start address of the IPv4 client address range: 192.168.118.1088]

y : (Oui, pour distribuer des IP aux clients). Plage DHCP : De 192.168.110.100

Thomas (thomas@nosec.fr) of KnowSec.fr 17 / 30
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V..l lab-pfsense-01 on QEMU/KVM

File Virtual Machine View Send Key

=2 ¢ » u @ - B

Configure IPv4 address LAN interface via DHCP? (y/n) n

Enter the new LAN IPv4 address. Press <ENTER> for none:
> 192.168.118.254

Subnet masks are entered as bit counts (as in CIDR notation) in pfSense.
e.g. 255.255.255.8 = 24

255.255.8.8 = 16

255.0.8.8 =8

Enter the new LAN IPv4 subnet bit count (1 to 32):

enter the new LAN IPv4 upstream gateway address.
press <ENTER> for none:

Configure IPv6 address LAN interface via DHCP6? (y/n) n

Enter the new LAN IPv6 address. Press <ENTER> for none:
>

Do you want to enable the DHCP server on LAN? (y/n) y
Enter the start address of the IPv4 client address range: 192.168.118.1688
Enter the end address of the IPv4 client address range: 192.168.118.199]

! lab-pfsense-01 on QEMU/KVM

File Virtual Machine View Send Key

=2 ¢ »u @ B

> 192.168.118.254

Subnet masks are entered as bit counts (as in CIDR notation) in pfSense.
e.g. 255.255.255.8 = 24

255.255.8.8 = 16

255.8.8.8 =8

Enter the new LAN IPv4 subnet bit count (1 to 32):
> 24

For a HAN, enter the new LAN IPv4 upstream gateway address.

For a LAN, press <ENTER> for none:
>

Configure IPv6 address LAN interface wia DHCP6? (y/n) n

Enter the new LAN IPv6 address. Press <ENTER> for none:
>

Do you want to enable the DHCP server on LAN? (y/n) y

Enter the start address of the IPv4 client address range: 192.168.118.188
Enter the end address of the IPv4 client address range: 192.168.118.199
Disabling IPv6 DHCPD. ..

Do you want to revert to HTTP as the webConfigurator protocol? (y/n) yjj

Plage DHCP : & 192.168.110.199

Note : Dans un environnement Lab sans certificats valides, 1le HTTPS
génére des alertes de sécurité pénibles. On passe en HTTP pour
1'initialisation.

Thomas (thomas@nosec.fr) of KnowSec.fr
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N lab-pfsense-01 on QEMU/KVM (] pfsense - Login

File Virtual Machine View Send Key < > http://192.168.110.254

= 4 > n B v B

Login to pfSense

Configure IPv6 address LHN interface via DHCP67? (y/n) n

Enter the new LAN IPv6 address. Press <ENTER> for none:

b SIGN IN

Username
Do you want to enable the DHCP server on LAN? (y/n) y

Enter the start address of the IPv4 client address range: 192.168.118.188
Enter the end address of the IPv4 client address range: 192.168.1168.199
Disabling IPv6 DHCPD...

Password

Do you want to revert to HTTP as the webConfigurator protocol? (y/n) y

Please wait while the changes are saved to LAN...
Reloading filter...
Reloading routing configuration...
DHCPD. ..
Restarting webConfigurator...

The IPv4 LHAN address has been set to 192.168.118.254/24
You can now acc s the webConfigurator by opening the following URL in your web
brouwser :

http://192.168.118.254/

Press <ENTER> to nnntinuﬁ.l

Entrée LOGIN : admin --> pfsense
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connexion en SSH

jesus@legion:~$ ssh admin@192.168.110.254

The authenticity of host '192.168.110.254 (192.168.110.254)' can't be established.

ED25519 key fingerprint is SHA256:xBPuXiLa9ERffcX7K6jwnnEMny5+7hzSrcjly4i8Q5U.

This key is not known by any other names.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes <-- 0On accepte le fingerprint
Warning: Permanently added '192.168.110.254' (ED25519) to the list of known hosts.

(admin@192.168.110.254) Password for admin@pfSense.home.arpa: <-- 0On rentre le mot de passe

QEMU Guest - Netgate Device ID: 5a1958d1b8fffc65ee59
*** Welcome to pfSense 2.7.2-RELEASE (amd64) on pfSense ***

WAN (wan) -> vtneto -> v4/DHCP4: 192.168.100.112/24
LAN (lan) -> vtnetl -> v4: 192.168.110.254/24
OPT1 (optl) -> vtnet2 ->

Logout (SSH only) 9) pfTop

Assign Interfaces 10) Filter Logs

Set interface(s) IP address 11) Restart webConfigurator
Reset webConfigurator password 12) PHP shell + pfSense tools
Reset to factory defaults 13) Update from console

Reboot system 14) Disable Secure Shell (sshd)
Halt system 15) Restore recent configuration
Ping host 16) Restart PHP-FPM

Shell

Enter an option:
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Paramettrage de 1’interface OPT1 (en SSH)

*** Welcome to pfSense 2.7.2-RELEASE (amd64) on pfSense ***

WAN (wan) -> vtneto -> v4/DHCP4: 192.168.100.112/24
LAN (lan) -> vtnetl -> v4: 192.168.110.254/24
OPT1 (optl) -> vtnet2 ->

Logout (SSH only) 9) pfTop

Assign Interfaces 10) Filter Logs

Set interface(s) IP address 11) Restart webConfigurator
Reset webConfigurator password 12) PHP shell + pfSense tools
Reset to factory defaults 13) Update from console

Reboot system 14) Disable Secure Shell (sshd)
Halt system 15) Restore recent configuration
Ping host 16) Restart PHP-FPM

Shell

Enter an option: 2

Available interfaces:

1 - WAN (vtnet@ - dhcp, dhcp6)
2 - LAN (vtnetl - static)

3 - OPT1 (vtnet2)

Enter the number of the interface you wish to configure: 3

ure IPv4 address OPT1 interface via DHCP? (y/

Enter the new OPT1 IPv4 address. Press <ENTER> for none:
> 192.168.120.254
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Subnet masks are entered as bit counts (as in CIDR notation) in pfSense.
e.g. 255.255.255.0 24

255.255.0.0 16

255.0.0.0 8

Enter the new OPT1 IPv4 subnet bit count (1 to 32):
> 24

For a WAN, enter the new OPT1 IPv4 upstream gateway address.
For a LAN, press <ENTER> for none:
>

Configure IPv6 address OPT1 interface via DHCP6? (y/n) n

Enter the new OPT1 IPv6 address. Press <ENTER> for none:
>

Do you want to enable the DHCP server on OPT1? (y/n) y

Enter the start address of the IPv4 client address range: 192.168.120.100
Enter the end address of the IPv4 client address range: 192.168.120.199
Disabling IPv6 DHCPD...

Please wait while the changes are saved to OPT1...
Reloading filter...
Reloading routing configuration...
DHCPD. ..

The IPv4 OPT1 address has been set to 192.168.120.254/24
You can now access the webConfigurator by opening the following URL in your web browser:
http://192.168.120.254/

Press <ENTER> to continue.

"Voila. La béte a une adresse, elle parle le SSH, et elle distribue des IP comme des bonbons. Prochaine étape : L'interface Web."
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Premiere connexion a l’interface web

© | piSense-Login i

a pfSense.home.arpa - Wiz X  +
C @ @ Not Secure 192.168.110.254

C @ O @ Not secure 192.168.110.254/

sense Logn o pisenso

ﬂsensg

WARNING: The admin'account password i set to the defaultvalue. Change the password in the User Manager

Wizard / pfSense Setup /

pfSense Setup

!
SIGN IN Welcome to pfSense® software!

This wizard willprovide guidance through the inital configuration of pfSense.

The wizard may be stopped at any time by clicking the logo image at the top of the screen,

g

SIGN IN

pfSense Netgate. View license.

admin --> pfsense

Message from syslogd@pfSense at Jan 14 14:16:58

php-fpm[394]: /index.php: Successful login for user 'admin' from:

192.168.110.1 (Local Database)
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pfSense home.arpa - Wiz x |+ pfSense home.arpa - Wiz X+
@ @ O @ Not Secure 192.168.110.254 c e O @ Not Secure 192.168.110.254,

lisense  sjsten -

WARNING: The admin' account password is setto the default value. Change the password inthe User Manager WARNING: The admin' account password i et tothe defaultvalue. Change the password n the User Manager

Wizard / pfSense Setup / Netgate® Global Support is available 24/7 2] Wizard / pfSense Setup / General Information )

Netgate® Global Support is available 24/7 General Information
Our 24/7 worldwide team of support engineers are the most qualified to diagnose your issue and resolve it quickly,from branch office to enterprise —

Onthis screen the general pfSense parameters will be set.
on premises to cloud.
Hostname  lab-pfsense-01
We offer several support subscription plans tailored to it different environment sizes and requirements. Many companies around the world choose

Netgate support because: Name of the f

t, without domain part
« Supportis available 24 hours a day, seven days a week including holidays. Examples: pisense, firewal, edgef
+ Support engineers are located around the world, ensuring that no support call is missed.

« Our support engineers hold many prestigious network engineer certificates and have years of hands-on experience with networking. Domain | unsafem

Domain name for the firewal.

Examples: home.arpa, example.com

 Next

DNS servers for client queries and query root DNS servers directly. To use the
manually configured DNS servers below for cent queries, visit Services > NS Resolver and enable DNS Query Forwarding after completing the wizard,
Primary DNS Server  19.168.139.254

Secondary DNS Server 9999

Override DNS

Allow DNS servers to

L'assistant "pfSense Setup" démarre automatiquement. Cliquez sur Next. * Hostname : pfSense (ou le nom de votre choix, ex: fw-main).

e Domain : home.arpa (ou votre domaine lab).

* Primary DNS Server : Laisser vide pour utiliser ceux du WAN (DHCP) ou
mettre 9.9.9.9 (ou encore 1.1.1.1 / 8.8.8.8 pour ceux qui aime
bigbrother).
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piSense.nome.arpa - Wiz x  +

C @ O A Not Secure 192.168.110.254,

[isense s~

WARNING: The admirt account password is set o the defaut value. Change the password n the User Manager.

Wizard / pfSense Setup / Time Server Information e

Time Server Information

Please enter the time, date and time zone.

Time server hostname 2 pfsense.pool.nip.org
Enter the hostname (FQDN) of the time serv
Timezone [ Europe/Paris &

Sélectionner Europe/Paris (ou votre zone locale).
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piSense.nome.arpa - Wiz x  +

pisensehome.arpa- Wiz x -+
) @ Not secure

& Not Secure

isense 1f o qualifying outgoing packets are transmitted for the specified number of seconds, the connection is brought down. An dle imeout of zero disables
o ] this feature
WARNING: The 'admin' account password is set to the default value. Change the password in the User Manager. PPTP configuration
PPTP Usemname
Wizard / pfSense Setup / Configure WAN Interface e
PPTP Password
Show PPTP password Reveal password characters
Configure WAN Interface
PPTP Local IP Address
O this screen the Wide Area Network information will be configured
SelectedType Static v pptplocalsubnet 32 s
g PPTP Remote IP Address
General configuration
MAC Address PPTP Dial on demand Enable Dial-On-Demand mode
This field can be used to modify (‘spoof”) the MAC address of the WAN interface (may be required with some cable connections). Enter a MAC address This option causes the interface to operate in dial-on-demand mode, alowing a virtual full ime connection. The nterface is configured, but the actual
in the following format: XXX of leave blank connection of the link is delayed unti qualitying outgoing traffc is detected
MTU PPTP Idle timeout
Set the MTU of the WAN interface. If this field s left blank, an MTU of 149 0 bytes for al other connection types w 1f no qualifying outgoing packets are transitted for the specified number of seconds, the connection s brought down. An idle timeout of zero disables
assumed. this feature
Mss Y RFC1918 Networks S
ek vl Block RFC1918 Private Block private networks from entering via WAN
Networks n set, t ion blocks traffic from IP addresses that are reserved for private networks as per RFC 1918 (10/8, 172.16/12, 192.168/16) as well as
loopback addresses (127/8). This option should generally b lft turned on, unless the WAN network lies in such a pivat space, too,
Static IP Configuration
Block bogon networks
IP Address 192.168.100.254
Block bogon networks Block non-Internet routed networks from entering via WAN
SubnetMask 24 T When set, ths option blocks traffic from IP adresses that are reserved (but not RFC 1918) of ot yet assigned by IANA. Bogons are prefxes that
should never appear in the Internet routing table, and obviously should not appear as the source address in any packes feceived
Upstream Gateway 192.168.100.1
9 Next
DHCP client configuration
DHCP Hostname.
The value in this field is sent as the DHCP client identifier and hostname when requesting a DHCP lease. Some ISPs may require this (for

Décocher "Block private networks" (RFC1918) si votre WAN est derriere une Box FAI
(double NAT), sinon vous bloquerez internet.

Thomas (thomas@nosec.fr) of KnowSec.fr 26 / 30


http://www.gnu.org/copyleft/fdl.html
mailto:thomas@nosec.fr

Le contenu est disponible sous licence GNU Free Documentation License 1.3 ou ultérieure sauf mention contraire.

(] pfSense.nome.arpa - Wiz x

c e O @ Not secure

o

192.168.110.254;

Bisense

WARNING: The admin' account password is setto the default value. Change the password inthe User Manager

Wizard / pfSense Setup / Configure LAN Interface e

Configure LAN Interface

Onthis screen the Local Area Network information wil be configured.

LANIP Address  ([192.168.110.254

Type dhcp if this interface uses DHCP to obtain its IP address.

SubnetMask 24 T

Netgate. View license.

(] piSense.nome.arpa - Wiz X +

c o O @ Not secure 192.168.110.254

Bisense

WARNING: The admin'account password i set to the defaultvalue. Change the password in the User Manager

Wizard / pfSense Setup / Set Admin WebGUI Password e

Set Admin WebGUI Password

On this screen the admin password will be set, which is used to access the WebGUI and also SSH services if enabled.
AdminPassword  @eee0000 o

Admin Password AGAIN [ ge@eeeee|

Netgate.

Vérifier 1'IP

192.168.110.254 / Mask /24. Normalement, c'est déja pré-rempli

(car nous l’avons déja fait en ligne de commande)

Action Critique : Définir un nouveau mot de passe complexe.

"Pas de 123456. Pas de password. Soyez créatifs. Si vous oubliez ce
mot de passe, il faudra revenir en console physique. C'est la punition
pour avoir une mémoire de poisson rouge."

Thomas (thomas@nosec.fr) of KnowSec.fr
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piSense.nome.arpa - Wiz x  + lab-pfsense-0L.unsafevi x  +

@ @ O @ Not Secure 192.168.110.254 c e O @ Not Secure 192.168.110.254

@seqse System - ; ’ @seqse System ~

Wizard / pfSense Setup / Reload configuration e Wizard / pfSense Setup / Wizard completed. e

Reload configuration Wizard completed.

Click Reload'to eload pfSense with new changes. ’
L ! Congratulations! pfSense is now configured.

We recommend that you check to see i there are any software updates available. Keeping your software up to date is one of the most important
things you can do to maintain the security of your network

Check for updates

Remember, we're here to help.

Click here to leam about Netgate 24/7/365 support services.

User survey

Ip all the people involved in d expanding taking a moment to answer this short survey (al answers are
‘anonymous)
Anonymous User Survey

N Useful resources. X

L [ jices, and pt website
« To learn about Netgate appliances and other offers, visit our store

+ Become part of the pfSense community. Visit our forum

+ Subscribe to our newsletter for ongoing i

pfSense Netgate.

Cliquer sur le bouton Reload. "Congratulations! pfSense is now configured.".

PfSense applique toutes les modifications, redémarre les services et régénére les
régles de filtrage.
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lab-pfsense-01.unsaf

Thank you!
ight® 2004-2016, Electric Sheep Fencing, LLC ( S
yright® 2014 bicon Communications, LLC d/b/a Netgate fty members, work hard to make piSense CE softvare an excellet s

etgate s greater value through our produ
Would you take a moment to answer this

including underlying HTML

il as many
d and/or depicted herein are
right and trademark laws and treatie

al used or reproduced without the
written permission of ES gate.

brief (and anonymous)
pfSense” is a registered trademark of E

ESF, exclusively licensed to Netgate, and o permission
of ESF and/or Netgate. Al other trademark 1 herein a
is open source and distributed un

\pache 2.0 licen:
ithout the prior written consent of ESF

software s allowet and/or Net
ESF and/or Netgate make no ind, including but not limited to the implied warranties
articular purpose. ESF and/or Netgate shall not be liable for errors contained herein or for any di

onsequential damages in connection with the furishing, performance, or use of any sof

Restricted Rights Legend.

e, information, or material.

information or materials may be published, distributed, reproduced, publicly displayed, used

lor written consent of ESF and/or Netgate. The information contain
ictions as set forth in subparagraph (¢) (1)
raphs (c) (1) anc
Regulatory/Export Compliance.
The
and foreign e

eexport outside the Unit
ove or othes

documentation. Licensee will not export hether directly or indirectly,to
any Prohibited Party and will not cat > doing. A Prohibited Party includes: a party in
rism; a party involved in proliferation;
a party named on the U.S. Government's Enemies List;a party prohibited from
nt General Order; a party listed by the U.S. Government's Offic
USS. juri party that Lic
1 regulations, Licensee shall ensure that each

d related documentation.

ce of Foreign
n to know

of its software users complies with
ign export laws and regulations as they

‘Accept

On valide le blabla !

Again ...
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lab-pfsense-0Lunsafei x  +

) @ Not secure

Risense
Status / Dashboard + 0
System Information F,0©0 Netgate Services And Support 0
Name lab-pfsense-01.unsafe.vm
Contract type
User admin@192.168.110.1 (Local Database) ly
System QEMU Guest

Netgate Device ID: 5a1958d1b8fffc6See59 NETGATE AND pfSense COMMUNITY SUPPORT RESOURCES

BioS Vendor: SeaBIOS
Version: 1.16.3-debian-1.16.3-2

Release Date-Tue Apr 1 2014 If you purchased your piSense gateway firewal appliance from Netgate and elected

Community Support at the point of sale or nstalled piSense on your own
Version 2.7.2-RELEASE (amd64) hardware, 3 This includes
built on Wed Dec 6 21:10:00 CET 2023 the NETGATE RESOURCE LIBRARY.
FreeBSD 14.0-CURRENT

You also may upgrade to a Netgate Global Technical Assistance Center (TAC)
Support subscription. We're always on! Our team is staffed 24x7x365 and
‘committed to delivering enterprise-ciass, worldwide support at a price point that i
more than competiive when compared to others in our space.

Version information updated at Wed Jan 14 14:54:43 CET 2026
o

e
« Upgrade Your Support + Community Support Resources
CPUType AMD Ryzen 7 5800H with Radeon Graphics v S g
2CPUs: 2 package(s)x 1 core(s) « Netgate Global SupportFAQ» OffcalpfSense Training by Netgate
AESNI CPU Crypto: Yes (inactive) - ol Servees et
sl « Netgate Professional Services » Vist Netgate.com .

Hardware crypto  Inactive

Ifyou decide to purchase a Netgate Global TAC Support subscription, you

MUST have your Netgate Device ID (NDI) from your firewall n order to

MDS Mitigation  Inactive validate support for this unit. Write down your NDI and store it in a safe place:
You can purchase TAC supports here.

Kernel PTI Disabled

Uptime 00 Hour 33 Minutes 47 Seconds
o
Current dateftime  Wed Jan 14 15:24:24 CET 2026 —
DNS server(s) 127001 Interfaces +00
«192168.1001 shawan A 10Gbase T <fullduplex> 192.168100.254
+192168.139.254
+9999 ShLAN 4 10Gbase-T <full-duplex> 192.168.110.254
Last config Wed Jan 14 15:23:39 CET 2026 shoPT1 A 10Gbase-T <full-duplex> 192.168.120.254
change

State table size

0% (298/198000) Show states

Le Dashboard (Tableau de Bord)
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